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EXECUTIVE SUMMARY
USCENTCOM hosted the third annual Red Team Conference at the Lieutenant Commander Otis “Vince” Tolbert Conference center on MacDill AFB in Tampa, Florida from 25 to 27 January 2011.  Registrants included 59 Red Teamers and guest speakers in attendance for the two-and-half-day event.  This number of conferees was slightly below the average of between 80 to 100 attendees from the previous two annual events.  The low figure was attributed to budget cuts in travel funds that their organizations were experiencing in the 2011 Continuing Resolution playing out in the federal government.  Several agencies wanted to send more participants but lacking sufficient travel funds could not support their desire.  Other units and government agencies also failed to show due to the funding shortage.  Nonetheless, the conferees came from a myriad of agencies.  They included seven commands, the Office of the Under Secretary of Defense for Intelligence, three Services, NATO, three Commonwealth countries, and two academic institutions.

Roughly half of the attendees came on a fact-finding mission for their parent organizations.  Many have not attended the Red Team School at Fort Leavenworth or had any red teaming experience.  Nonetheless, their organizations are establishing Red Teams and they came to learn more about the red teaming processes.  Generally, from the post-conference survey, most—if not all—came away with a rewarding experience to take to their organizations.  

The underlying theme for the conference tapped into Red Teams who have had at most four years of experience since the 2006 JIOC EXORD.   Fort Leavenworth established the Red Team School the same year with the first class graduating later that year.  This year’s conference had three objectives:

· Maintain currency in the curricula that is taught at the Army’s University of Foreign Military and Cultural Studies (UFMCS) for satisfying Red Team requirements.  
· Share best practices among experienced Red Teams for eventually publishing a guidance document for organizations to establish new teams and customers to understand the teams’ capabilities.  
· Identify comparative advantages that Red Teams can share among themselves in pursuing joint projects.  The Red Team community envisions a resource-constraint environment for the foreseeable future and requires exploiting efficiencies to meet the community’s mission.
All guest speakers and participants in the breakout groups offered pieces of the puzzle that in a synergistic effort, when assembled, they had achieved a general picture for advancing the Red Team community.  Time will eventually tell the level of success achieved.  
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CONFERENCE SCHEDULE
3rd Annual Red Team Conference

25-27 January 2011

JIOCCENT Conference Center

US Central Command

MacDill AFB, FL

Tuesday/25 January 2011:

0700 JIOCCENT Conference Center opens – CENTCOM Red Team 

0700 – 0745 Badging and Check-In

0745 – 0800 Welcome & Admin Remarks – MAJ(P) Sallot and Robin Bateman
0800 – 0830 Keynote address – CENTCOM CCJ2

0830 – 0930 UFMCS Update – Greg Fontenot

0930 – 0945 Break

0945 – 1045 SAV Results and OUSD(I) Action Plan – Ray Roth

1045 – 1100 DI Devil’s Advocate – Mr. David Kibiloski

1130 – 1300 Lunch

1300 – 1430 Guest Speaker – BG (Ret) Huba Wass de Czege 
1430 – 1445 Break

1445 – 1630 Red Team Doctrine – Steve Martin 

1630 -- Day One Closing Remarks – Greg Fontenot & Ray Roth

1700 JIOCCENT Conference Center closes – CENTCOM Red Team
1800-2000 Pay-as-you-go social event at local restaurant (Green Iguana)  

Wednesday/26 January 2011:

0700 JIOCCENT Conference Center opens – CENTCOM Red Team
0700 – 0745 Badging and Check-In

0745 – 0800 Admin Remarks – MAJ(P) Sallot and Ms Robin Bateman

0800 – 1200 Breakout Working Groups:

WG1:  UFMCS Joint Curricula and Way Ahead

WG2:  Red Team Doctrine and Role of Red Teams in Exercises, Planning, Warning (include emerging issues 5 years out) (Mr. Ray Roth – Facilitator) 

1200 – 1330 Lunch

1330 – 1430 WG Out briefs preparation 

1430 – 1530 WG Out briefs in Plenary Session

1530 – 1545 Break

1545 – 1630 Collaborative Red Teaming – CIA Red Cell

1630 – Day Two: Closing Remarks – Greg Fontenot & Ray Roth

1700 – JIOCCENT Conference Center closes – CENTCOM Red Team
Thursday/27 January 2011: 

0700 JIOCCENT Conference Center opens – CENTCOM Red Team 

0700 – 0745 Badging and Check-In

0745 – 0800 Admin Remarks – MAJ(P) Sallot and Ms Robin Bateman

0800 – 0830 Pre-conference Survey Results

0830 – 0900 Post-conference AAR Survey  

0900 – 0915 Break

0915 – 1015 Vulnerability Assessment Method, LTC Crino (Phd) and Mr. Dreby—Asymmetric Warfare Group

1015 – 1115 Closing remarks – Mr. Thomas Matthews (OUSD-I/J&CWS/WRE)

1115 – Conference Adjourns 

1300 – 1500 Session between Ray Roth, Mr. Bill McGovern and CENTCOM RT to capture AAR and Lessons Learned
BACKGROUND
This summary captures lessons learned from this event for the purpose of planning and improving future conferences.  It also gives an account to the reader the outcomes from this conference for meeting its agenda.

The charter for holding an annual conference is founded in a cascade of emails in 2007 among the Defense Intelligence Operations Center (DIOCC) Red Team, the Office of the Under Secretary of Defense for Intelligence (OUSD-I), and UFMCS; all agreed an annual meeting of members from the Red Team community at a pre-arranged venue would enhance professional development of red teaming.  The DIOCC co-sponsored and hosted the first conference in 2008 in McLean, Virginia; UFMCS similarly supported the second in 2009 in Kansas City, Missouri.  This third conference is the first hosted at a combatant command’s new conference center in Tampa, Florida.
The conference organization consists of two co-sponsors, the DIOCC Red Team and UFMCS, with USCENTCOM Red Team as host.  The host coordinated all logistical support with MacDill AFB Security, USCENTCOM SSO, the conference center manager, and selected numerous hotel managers.  These support organizations dealt with logistics, administration, and security matters for supporting conference attendees.  The command’s Red Team also arranged with a local restaurant manager, the Green Iguana, to host a social event after hours on the first day.  The USCENTCOM Red Team chief also sponsored a war-game at one of the local hotels after hours of the second day for those participants interested in playing a World War II game.  Those attending enjoyed this social event.

The annual conference is the only time the community assembles to share ideas, best practices, and lessons learned from their experiences.  Therefore, it is the intent for this summary to capture those attributes for growing the community’s experiences.  The scope of this report is to highlight key points from guest speakers and breakout groups, and capture lessons learned from these events.

SUMMARY OF EVENTS

DAY 1

Opening Remarks

Although the three-day conference was inter-dispersed with speakers, the first day was particularly filled with subject matter experts in red teaming and critical thinking.  The day began with opening remarks from USCENTCOM J2, BG Robert “Bob” Ashley, laying out the usefulness of Red Teaming in general and the command in particular.  

UFMCS Update

The director of UFMCS, COL (Ret) Gregory Fontenot followed General Ashley.  He articulated the conference goals and updated the Red Team School’s status.  His briefing slides are archived in the Red Team Central website, URL: https://forums.bcks.army.mil/secure/CommunityBrowser.aspx?id=1027073&view=k&lang=en-US under 3rd RT Con – 2011, Conference Briefs—Set 2. 

SAV Results

The third speaker for the day was the DIOCC Red Team representative who served on the OUSD(I) Staff Assistance Visit (SAV) during the first half of 2010.  Although the SAV team comprised of specialists representing the 10 lines of operation in a Joint Intelligence Operations Center (JIOC), he gave the results of the visits concerning Red Teams from all combatant and functional commands.  For those interested, his briefing slides are kept in the same URL noted above but under the 3rd RT Con – 2011, Conference Briefs—Set 1. 

DI Devil’s Advocate
Fourth speaker for Day-1 was DIA’s Devil’s Advocate, Mr. David Kibiloski, from the agency’s Directorate for Analysis (DI).  His presentation began with the historical origins of the Devil’s Advocacy in DIA and alternative analysis in the Intelligence Community between 2004 and 2007.  The DNI’s Intelligence Community Directive 203 of June 2007 set the analytic standards for integrating alternative analysis where appropriate.  Mr. Kibiloski defined alternative analysis as “rigorous, systematic analytic consideration of differing viewpoints, explanations for observed or reported phenomena, or possible future outcomes.”  Commonly used analytical techniques are: Contrarian analysis, challenge analysis, Red Teaming, and Devil’s Advocacy.  Although these techniques are non-authoritative, they make the strongest possible case for the alternative without refuting authoritative assessment of the intelligence analysis.  He noted both benefits and pitfalls of alternative analysis, but particular noteworthy, the DI’s Devil’s Advocate is only one person supporting over 3,000 intelligence analysts in DIA.  If the reader is interested in further details, they are archived in the web sited noted above but in Conference Briefs—Set 3—Presentations.

Guest Speaker
The first guest speaker, BG (Ret) Huba Wass de Czege, spoke on critical thinking.  He approached the topic with a broad view saying decision-makers generally have little time to think deeply about an issue.  They are apt to accept their own convictions on a problem for their own understanding.  This short-term thinking may be appropriate for tactical issues but not for strategic ones.  Decisions at the tactical level are urgent and impatience prevails; at the strategic level, issues are generalized into unambiguous principles and concepts that are quickly understood requiring little additional thought for questioning.  General Wass de Czege described this process as a traditional way of thinking.

Strategy is the art of plodding ahead.  However, decision-makers need to adapt to the situation because the environment in which strategies evolve is always changing.  Strategists deal with framing a problem that produces two results.  One generalizes the data to clarify what is known that leads to better understanding of the problem.  The second acts as a “stepping stone” leading to the next level in the process for understanding the problem.  General Wass de Czege remarked that doctrine in JP 3-0 and JP 5-0 over simplifies strategic thinking.  He says the PMESII design—or any other construct to explain a situational environment—by its very nature rationalizes the irrational.  

After identifying shortfalls in the present critical thinking process, General Wass de Czege proposes a new way of thinking that he portrays in his “Philosophy and Methodology of a Design Enquiry.”  He contends that “causal logic for achieving the intent of the mission is not self-evident.”  He advocates employing the scientific method by using various alternative analyses to discover causal effects and to test hypotheses for formulating cause-and-effect relationships—in contrast of using the conventional way of thinking.  Ultimately, it comes down to asking the right questions.  

Conventional thinking is based on “meta-perspectives.”  “‘Meta Perspective’ is a generalized relevant truth that has to be considered to understand the situation.  Derive from: strategic guidance; long reflection on a situation; historical or theoretical study….”  Thus, questions based on patterns of past events explain the present but not the future. “Future patterns of events will unfold based on tendencies and propensities existing in the present as modified by the unknowable dynamics of the future.”  General Wass de Czege, therefore, advocates using “meta-questioning” that is, exposing possible relationships.  “Asking meta-questions may show that the logic of some established relationships are not what they seem to be.”  He summarizes that Red Teamers have a license to think independently and, therefore, should.

General Wass de Czege’s briefing slides are archived in the Red Team Central web site under the 3rd RT Con – 2011, Conference Briefs—Set 2.

Red Team Doctrine
The last guest speaker for the first day was Mr. Steve Martin who discussed his Master’s thesis advocating a need for a Red Team doctrine.  A full discussion is offered in his briefing notes in the Red Team Central web site noted above but archived in Conference Briefs – Set 3 – Presentations entitled, “Tell Me How This Works.”  As a synopsis, Mr. Martin suggests no two organizations approach red teaming alike.  He offers two sides of this argument, one saying a doctrine for red teaming discourages creative thinking, and the other saying standardization of taxonomy and “best practices” need not restrict red teams any more than codifying the intelligence cycle.  

He further goes on to say that although JP 2-0 is the basic document to joint intelligence, the document mentions red teaming in only 13 sentences in 150 pages.  Furthermore, it assigns nine tasks (some duplicative) to red teaming but does not mention how they are to be integrated into the intelligence or planning staffs.  While UFMCS handbook is the most comprehensive discussion on red teaming, it is the least authoritative primarily to avoid being a constraint on free-thinking that is essential to red teaming.  

Nonetheless, Mr. Martin offers the results of a survey of fellow red teamers that reveals three significant findings:  1) Teams are usually asked to work traditional roles of emulative analysis; 2) intelligence analysts and senior intelligence officers lack understanding red team terms and applications; and, 3) survey respondents agree that a doctrine would improve the red teaming discipline. He further argues that red teaming has reached the threshold achieved by most disciplines in joint doctrine.  That is, “Red Teams provide support to the entire staff and commanders on issues ranging across the entire spectrum of military operations.  There are very few disciplines [that] can make such a claim.”

He concludes that if Red Team doctrine remains as it is today, the best that can be expected is red teaming to plateau, the worst is it will atrophy.  However, if doctrine allows greater specificity in terminology and methodology, red teaming can expect to improve—but probably after initial turbulence as the community socializes the new doctrine.  

DAY 2
The second day of the conference was devoted to two breakout groups and a third guest speaker group from the CIA Red Cell on a joint topic with USCENTCOM Red Team.  The latter topic was the only classified briefings in the three-day conference caveat with no foreign dissemination.  Therefore, all foreign nationals in the SCIF conference center were dismissed when the group presented their briefings as the last agenda item for the day.  Intent for the briefings was to present a collaborative project for demonstrating the team’s comparative advantage.  However, the intent was lost probably for lack of understanding the requirement for sharing the two teams’ efficiencies.  Because of the classification level of the briefings, their contents will not be disclosed in this report.  Although those attendees present during the briefings asked the CIA participants why their presentations were caveat with no foreign dissemination, since there was no revealing of sources, their reply was the Agency required no sharing of information with any foreign national in response to the post-Wikileaks environment.   This report will say more about this arrangement in its conclusion. 
BREAKOUT GROUPS

Breakout Group 1: Curriculum, How do we make it better?  

Breakout Group 1, led by the Army’s Red Team School, University of Foreign and Military Cultural Studies (UFMCS), addressed the curriculum for the Red Team Leaders course.  It is the group’s intent to query personnel from the field with a variety of experiences for defining optimal curricula that satisfy joint requirements.  Additionally, we want the course to be structured so it may accomplish the Services, agencies, and commands’ Red Team education requirements in the most time efficient way possible.

This session was attended by representatives from Canada, CIA, ADSO, Red Teamers, Instructors and members of the University of Foreign Military and Cultural Studies staff.  UFMCS Director Greg Fontenot briefed the group on the history, duration, format and content of the Red Team courses.  He briefly outlined the current state of the Starfish Program and how the experience might translate into additions to the Red Team curricula.  With this background the group started to discuss the curriculum and the changes that could be made to improve it.  We discussed enrollment in the Red Team Leaders Course (18 week) and concluded that the Army is having difficulty supporting this course because of its length.  We began to socialize the concept of a shorter course to replace the Leaders course.  This course would be a combination of the Red Team Leader Course and the Starfish Course and would be 12-13 weeks in length.  The consensus was that reducing the course length would make it easier for commanders to send their red teamers to school for credentialing.

LTC Delapaz , who just returned from a 1 year deployment as a Red Team Leader discussed the challenge of integrating with an existing staff.  His comments were echoed by COL Jeanne Arnold, the Red Team Leader for the 82nd Airborne Division.  LTC Delapaz recommended that all Red Team Leaders should have a TS-SCI security clearance.  He obtained his while in country and had an easier time being included in meetings with the staff.  

It was the opinion of the group, after a lengthy discussion, that the school needs to increase the number of times students get to practice with Red Team tools.  It was recommended that we increase the number of Case Studies in the curriculum to allow students to practice with the Red Team tools.  The group also recommended that more Personality Dimensions training would be beneficial, both for engaging senior leaders and for being more effective team builders.  Additionally, the inclusion of a Red Team Leader 101 block generated some discussion by those who had served as Red Team leaders.  Red Team Leaders are tasked with expectation management and networking as their primary responsibilities.  The consensus was that the demands of the position warranted the inclusion of this type of instruction.    A number of former Red Team leaders allowed as how they were often evaluated by their products and suggested that providing examples of Red Team products, perhaps on Red Team Central, might be a benefit to those in the field.    

The University of Foreign Military and Cultural Studies is in the midst of a curriculum rewrite.  The intent of this effort is to more clearly define those traits that Red Teamers require and to assure that the curriculum is meeting those requirements.  Exercises using the Red Team tools will be increased in each of the courses of study to ensure students are familiar with these processes.  Operational experiences will be identified earlier and will come from the gaining unit of a student if possible.  
Breakout Group 2:  Roles, Functions, and Alternative Resources

Breakout Group 2 had a diversity of both experienced and inexperienced Red Team members from a variety of commands, Services, and foreign representation.  The breakout group consisted of 24 participants comprising of representatives from seven JIOC Red Teams, three Services, NATO, the OUSD(I), and three Commonwealth countries.  About half of the group has had Red Team experience.  JIOC teams included: EUCOM, PACOM, AFRICOM, STRATCOM, CYBERCOM, SOUTHCOM, and CENTCOM.  Military Services consisted of the Army, Navy, and Marine Corps.  Commonwealth countries represented were Australia, Great Britain, and Canada.  NATO and U.S. Army Europe also participated since they were establishing Red Teams and desired to learn more about the roles and functions that a team performs.  Many of the non-JIOC participants had either little or no experience in red teaming but attended to gather information for establishing teams in their parent agencies after returning home.  The Army and Marine Corps participants along with most of the JIOC Red Team members came with extensive experience.  

The breakout group undertook two major themes.  The first consisted of sharing ideas concerning roles, functions, and services of red teaming.  The intent of this theme was to capture best practices that red teams perform for eventually publishing a reference document so customers from various agencies can better understand red team capabilities.  The second theme was to determine efficiencies in red teaming in an environment that is rapidly becoming more constrained of resources.  It identified alternative approaches for satisfying assigned red teaming projects.  The composite of these two themes together are for capturing in a Red Team doctrine or a guide that defines what Red Teams are capable of performing.  From such a document, the teams can determine for themselves the roles, functions, and services they perform in satisfying their assigned missions.

Topic 1: Roles, Functions, and Services

The group met for four hours on the morning of the second day to discuss two major topics.  The first topic concentrated on Roles, Functions, and Services that a Red Team performs.  The group facilitator began defining these three terms as a common reference point for starting the discussions.  Participants understood red teaming roles to be various perceptions a team may take in its deliberation on an issue.  These views may be from Blue, Red, a neutral party, or any other key player in a region of consideration.  The group leader then defined functions as a specialty a Red Team pursues, such as: Planning, exercises, warning, assessments, or any other specialty that the group defines.  Services was another general term for discussion but differentiated between educating team members and advocating red team support to staff members or customers as to the strengths and abilities that a team offers.

The group began offering another definition of a Red Team to coincide with the UFMCS handbook.  Major Cox from the British Ministry of Defense, Assistant Chief of the Defense Staff (Development, Concepts and Doctrine), offered the following definition from its publication, A Guide to Red Teaming:  “Red teaming is the art of applying independent, structured critical thinking and culturally-sensitized alternative thinking from a variety of perspectives, to challenge assumptions, and fully explore alternative outcomes, in order to reduce risk and increase opportunities.”   
The group expanded the roles of red teaming beyond those previously defined as alternative perspectives from key players.  Participants included the role of an independent advisor to decision-makers.  The group saw this adversarial role encompassing unintended consequences, over looked or missed opportunities, and challenges. 

Members also contributed other functions than the four enumerated earlier.    Many of these could be rolled into the aforementioned functions, but members thought strongly that they should be separately addressed in a doctrine.  Other than common functions of supporting exercises and planning, the group added to the list: Strategy review, insider threat working group, challenge intelligence analysis, and threat emulation. It is noteworthy here that the purpose of this breakout group was not to define any terms or issues—because time did not allow—but identify them for addressing in a doctrine. Particularly with regards to exercises, the group strongly advocated that a command has particular training objectives that it desires to achieve and a Red Team contributes to those objectives by performing these specified functions.  
With regards to services that Red Teams perform, the group added to the list and defined education in broad terms.  In educating red teamers, the group refined the educational process to entail information sharing and training team members in performing their duties.  The group added to the list of services that teams perform to include: 

· Elicit alternative/external perspectives, 

· Reach-back support, 

· Collaboration with other red teams and countries, 

· Force generation to support in a crisis, and 

· Red team enterprise improvement.  

The group concluded these services contribute to improve red team roles and functions.  

The group also wanted to address red team skills but differentiate between member skills and leadership skills.  All members need to be skillful in cultural awareness, critical thinking, communications, and creative thinking.  They must also have an intellectual curiosity and “chutzpah” to prevent atrophy of a team.  Although not articulated in the group, these skills refer to a team as an element of a staff.

Leadership skills are individual requirements to function as a facilitator for an ad hoc panel of subject matter experts assembled to discuss particular issues.  They include: Team building, facilitating, being credible and knowledgeable, possessing managerial experience, ownership for delivering products, and networking.  The group felt these skills are necessary to be a successful Red Team leader. 
Topic 2: Alternative Resources and Publication Format

Topic Two pursued two sub-topics.  The primary sub-topic identified alternative resources in an otherwise foreseeable resource-constrained environment.  It envisions teams coming together and offering their comparative advantages in mutually supporting Red Team community projects.  The intent is attaining efficiency between two or more teams contributing their advantages in a common project without duplicating others’ efforts and spending extraordinary resources in the process.  The secondary sub-topic was to arrive at a format for drafting a Red Team doctrine that contributes to the viability of the Red Team community.   The group fears without a doctrine, red teaming will atrophy.  
Regarding the first sub-topic, the breakout group brainstormed sources for acquiring subject matter experts that otherwise may not be commonly found.  As expected, some ideas were hackneyed but others were innovative.  Among the common sources were academia, reservists, and think thanks.  Imaginative ideas were more specific and included: Coalition partners, Office of the Director for National Intelligence Rapid Analytic Support Expeditionary Response (RASER) program, International Society of Military Sciences, and Army fellows program.  Teams having access to these types of programs can contribute resources or information to other teams as they work together but satisfy their particular project goals.  

The second sub-topic, regarding the format for a doctrine, remains undecided.  The group considered several formats.  These included a Service manual, such as an Army FM or a TRADOC pamphlet.  Other formats considered were either a stand-alone Joint Publication or an annex to a JP.  Appropriate JP may be under JP2.0, 3.0 or 5.0.  The group also considered a joint pamphlet, OUSD(I) policy memo, and DIA policy memo.  A major inhibitor at this time is the status of USJFCOM, DoD’s authority for writing doctrine, which is due to be disestablished before the end of FY11.  Nonetheless, a tentative outline for aiding doctrine writers (once they have been identified) is attached to this report as Annex A.  

Part of this discussion on doctrine addressed terms that need to be included in a glossary.  Too often inexperienced members within the Red Team community, but particularly customers, are confused by misunderstanding terms, such as Red Team versus Red Cell.  However, everyone has his or her own understanding of these terms, which contributes to the confusion.  The outline in Annex A lists some terms that need defining.

DAY 3

Pre-conference Survey Results

The final day of the conference began with briefing the plenary session on a pre-conference survey submitted to the JIOC Red Team members.  The survey’s purpose was to capture issues of concern to the JIOC Red Teams for discussing at the conference.  Conference planners submitted this survey three months prior to convening the conference; however, only 29 percent of the JIOC community responded by the time the conference convened.  Although response was less than desired, it did confirm the topics for the two breakout groups.  

The survey provided an insight for attendees to consider where Red Teams spend most of their resources on a variety of roles, functions, and services.  It also identified that 83 percent of the respondents were satisfied with the resources available to them with the remaining 17 percent were neutral.  It did identify some problems within the community of gaining acceptance from intelligence analysts and planners and their lack of understanding Red Teams in general.  It did confirm that Red Teams spend a majority of their time on planning and intelligence analysis; whereas, warning, emerging issues, critical review, and exercises receive greater visibility than planning and analysis.
The survey also highlighted some issues for UFMCS to consider regarding areas of interest in the field for the school to consider.  These included foremost as the RTLC is too lengthy—a similar issue the SAV team found as more commands were sending students to the shorter courses.

Vulnerability Assessment Method 

It is unfortunate that this briefing was cancelled the night before it was scheduled to be given, as the briefer was called away on an emergency leave.  The brief was to present a process that the Asymmetric Warfare Group at Fort Leavenworth performs for conducting critical thinking.   

Closing Remarks

Mr. Thomas Matthews, Director of the Warfighter Requirements and Evaluations, in the office of the Deputy Under Secretary of Defense for Joint and Coalition Warfighter Support gave the closing remarks to the 3rd Annual Red Team Conference.  He began by querying the audience for discerning the number of commands, Services, agencies, and countries they represented at the conference.  From the wide response, he demonstrated the increasing demand for Red Teams, particularly for those within the JIOC infrastructure, as Red Teams remain a significant line of operation in the JIOC community.  However, limited resources are inhibiting factors for the future of the enterprise, and time is the greatest cost for doing business.  Partly in line with BG Wass de Czege’s remarks on the first day, Mr. Matthews reiterated that time to think is a precious commodity.  He also said Red Teams must remain relevant; they achieve relevancy by providing decision-makers with alternate perceptions for understanding the issues and the consequences of their decisions.  This decision-support is a Red Team responsibility, and the USD(I) advocates using red teaming for supporting the decision-making process.

FINDINGS
On the last day, attendees had an opportunity to take a post-conference survey, which consisted of 11 questions.  This report captures responses in the following paragraphs from 20 conferees who returned their surveys.  Comments are verbatim and not summarized.  Annex B presents a copy of the survey.   
Question 1 asked if the conference achieved the publicized objectives; we had 16 positive responses.  The other four said “No”.  Of those four, one took a positive position in question 2 that the objectives were clearly stated.  That respondent did comment that  he/she expected more objectives on developing doctrine.

Question 3 asked if the conference met the participants’ expectations.  Fifteen responded positively and five negatively.  One positive response was he/she received more than expected.  Of the negative responses, one said “should have been much more” but did not offer what he/she expected.  Another said we should have spent more time on Red Team core competencies; another said more time on methods/approaches.  There were no comments from the other two negative respondents.

Question 4 asked if the conference agenda flowed in a logical sequence.  Eighteen responded positively with one asking for more presenters and another wanting more time for Q&A.  Of the two negative respondents, one only said “missed some speakers.”

Question 5 asked of the [breakout] sessions received ample time.  Fifteen were positive and five negative.  Comments came from both positive and negative respondents all wanted more time for Q&A for the CIA brief.  

Remainder of the survey was narrative comments.  Here are major excerpts from each question with little to no editing, except as noted in brackets:

6.  What did you find most beneficial regarding the conference?

· A very useful introduction to some of the institutional/organizational problems faced by RTs.  Good introduction for us as we consider how to establish a RT capability.

· Networking. 

· Steve Martin’s doctrine brief, CIA Red Cell, BO Group on Roles & Functions, presence of engaged coalition partners.

· Contacts & RT pubs.

· Presentations and experiences of Steve Martin and David Kibiloski.

· UFMCS update, Mr. Martin’s presentation, opportunity to meet other Red Teamers

· Socialization, networks, status of Red Teaming in DoD

· Meeting other RTs from the commands & services; need everyone’s contact info.

· Networking and discussion of what other Red Teams do.

· Meeting others, sharing ideas, best practices, etc. 

· Liaison with other practitioners.

· Meeting RT folks.

· Networking, meeting other Red Teamers.

· Mr. Martin’s brief on Red Teams and the CIA’s Red Cell.

· Beginning to gain an understanding of Red Teams/teaming.

· Getting to know the community.

· Networking with colleagues.

· Interaction with RT leaders from other organizations.

7.  What did you find least beneficial regarding the conference?

· Some discussions relevant only to US personnel or people with access to US systems.  Systems/comms issues should be dealt with by those involved.  Too much advertisement for UFMCS—one breakout group was completely irrelevant if attendees aren’t interested/involved in UFMCS.

· BO group on curriculum was woeful & UFMCS presence and relevance is questionable.

· Discussion of ADP and organizational objectives/politics.

· CIA brief

· Presentation by BG Wass de Czege.

· Breakout sessions

· While I hold BG (ret) Huba Wass de Czege in high esteem, his presentation didn’t seem to fit here, not sure what to take away.

· [Following are comments concerning this question from one respondent.] Breakout sessions. They were useful but not enough time.  No idea what other commands do for RT activities.  Everyone has different ideas of what RT is. Good conversation but not enough time.  Also would have been interested in attending both breakouts.  Suggestion make breakouts full day then next day flip flop groups.  Another suggestion, provide [each member] a job description/position identification of how their commands utilize their RT folks & where it is on the org chart, products created, etc. 

Still no overall lead from any org for RT.  Understand the difficulty.

Still no overall definition of what RT is, understand the difficulty.  Seems though that as long as we call ourselves Red Teams then you do red teaming.  Well, as mentioned in breakout group 2, what should a Red Team function/role be? Just because it is being done under the umbrella of RTing, does that make it a true Red Team function/role? Or is it actually something else and in order to keep the RT community numbers where they are (300-400 in the field) then we’ll [illegible] it?

After many briefs, some started to sound the same.  Traits of a RT-er, why did break out group 2 spend time on it when we already agree to what the traits should be?

Here we are trying to include coalition partners and the CIA brief is S//NF.

HUGE SUGGESTION—Yes would like contact info on everyone attending but include like a one page info sheet who contact info, where [they] work, what do they do on red teams.  How do they do it, what they can offer us (the RT community), what are they looking for, website etc. What works best for them, ideas suggestions, concerns, etc.

Would rather end on time or get out earlier rather than later.  Yes, schedule breaks however shorter some if running over to keep us on track.  We are adults and if restroom is needed can get up and go use one.  If we get our contact info (see suggestion above) and have this at beginning/start of conference, as we are being introduced, we can put a face with name/organization or who we wish to speak more with who we want to seek out and meet.

Name tags make name & org font larger. Need to see that more so than RT conference symbol  which takes up half the name tag.

· Tone of the conference was very strategic/GCC centric

· Complete failure to recognize that we are still very much a cottage industry and without a sponsor, our permanent existence is at risk.  Roles/Functions breakout group interesting but a wasted effort in as much as providing a doctrine document.

· Too much discussion on doctrine and how to institutionalize Red Teaming.

· Steve Martin’s thesis

· Hostile crowd! Not really open to collaboration

· Working group outbriefs

8. Do you have a particular topic to recommend for our next conference?

· Who is Red Team proponent and way ahead

· Asymmetric threats & social collapse (food, climate, energy, authority)

· Terrorism

· WMD

· How each office does Red Teaming

· Transnational criminal organizations

· Update on effort to find a permanent sponsor (6 months from now), review/discussion of samples of Red Team products

· US drug demand, economic

· Red Team CONOP, Red Team structure transition to peacetime 

· More teaching on new methods and collaboration on the above issues [referring to the list of issues for this question, e.g. WMD, terrorism, drug cartels, cyber threat, economic] all cut across multiple AORs.

· Recruiting Red Teams

· Counter terrorism, update ISAF, special focus on ISAF support

9. Who was not invited that would have benefited from attendance or enhanced participation?

· Sherman Kent School—They may have been able to shed light on some conceptual issues e.g. Red Cell vs. RT

· Lack of attendance was not due to invitation, but lack of funds and lack of proponent office to mandate and push attendance..  Missing COCOMs, Services, war fighting Red Teams (Iraq & Afghanistan), etc.  Conference clearly wasn’t a priority for most organizations.

· Whole of Government, Homeland Security

· Engaged Red Teams (Afghanistan & Iraq)

· If red team at Service-level, would have been nice to hear from them, esp. concerning guidance.

· Army corps and division level red teams

· Downrange Red Team reps. Sharing reading lists

· Need more corporate Red Teams and Disney “Imagineers”
· More Navy Red Teams

· More leadership

· Someone from Joint Staff or JFCOM who could have addressed issues related to procedures for updating Joint Pubs and writing doctrine

10. How else might we improve the next conference?

· Some more read-ahead material

· Hold it in a hotel conference facility and totally unclassified.  People can stay at same hotel, meetings in hotel ballrooms, refreshments, parking, etc.

· Broader participation

· Another wargame

· More presenters like Martin and Kibiloski.  Use some of the speakers that JSDU at Hurlburt uses for its cross-cultural communications course, as well as other courses.

· Better presentations

· Include red teaming outside DoD

· Full contact info for all attendees, provide parking map prior to arrival

· Name plates during breakout sessions

· More discussion on actual practice of red teaming, looking at Red Team products

· More inclusive of Red Team communities

· Bring in unconventional presenters, more business and academic, finish with a list of collaborative projects for the entire year

· Invite former CIA Director, Mike Hayden

· Have UFMCS host the conference and conduct a walk-thru of UFMCS classrooms & facilities; interact with current RT classes in session

· Expand the attendees—cast a wider net on invitations

11. What if any, continuing education opportunities should UFMCS offer?

· Cut all courses down to 9 wks or less, continue MTT

· Shorten courses, distributed learning

· Short duration (1-2 week) focused courses on specific functions or subjects like economics, sociology, geography etc. in an “elective” type fashion.

· Cultural training, analytic tradecraft, etc.

· Continue MTT and updating RT Handbook

· College credit, focus classes not solely on Army

· Mini-seminars concentrating on emerging threats from a cultural perspective

· Shorter bite-sized courses, online course?

· Presentation by DoD/Army leadership on direction of org in the future

· Advanced methods/techniques, modeling programs, etc.

· DIA undertake a Joint Red Team curriculum

· A session discussing latest trends

· Red Team advanced courses

· Two-wk refresher course for RT leaders. Continue offering MTT support to commands

LESSONS LEARNED
At the conclusion of the conference, a small group of seven individuals participated in an After Action Review of the previous two-and-half days.  These individuals were:

Mr. William McGovern, UFMCS co-sponsor

Mr. Ray Roth, DIOCC Red Team co-sponsor

MAJ Steve Sallot, CENTCOM host

Mr. Patrick O’Sullivan, CENTCOM host

COL Jeanne Arnold, TRADOC

LTC Enrique De La Paz, Nevada National Guard

Mr. Aaron Azlant, CENTCOM host

In the one hour and 30-minute AAR session, these individuals gave their observations of what worked well and identified shortcomings to the Red Team conference.  Lessons from this discussion include: 

· The keynote speaker should speak before the lunch break and not afterwards.  This would ensure full attentiveness of all attendees.  

· Since there were a significant number of Commonwealth participants to the conference, the group suggested the next conference should have foreign participation.  A report from each Commonwealth country concerning the status of activating their Red Teams would be beneficial.  

· A committee for planning the next conference should include the co-sponsors, last year’s host, and the hosts for the next two years.  This committee contributes to optimal planning for the next two conferences.  

· COL Arnold volunteered to host the next conference in San Antonio, TX during March-April 2012.  Specific dates have not yet been determined.  Nonetheless, the agenda should be determined during the summer of 2011.  LTC De La Paz volunteered that the US Army National Guard in Reno, NV host the 2013 conference.  

· The committee also suggested social activities be planned after conference hours, such as attending a local baseball game or tour surrounding historical sites.  

· Another suggestion was to acquire one or more industrial sponsors.  These sponsors would offer their Red Teaming wares inside the conference facility’s lobby.  As an incentive to gain conferees to participate in the private sector display, these sponsors would be encouraged to provide a light breakfast free of charge.  

· It was also suggested that private industry red teams participate in a conference.  As an example, these may include representatives from Sandia National Laboratories or from the Red Team Journal.   

· The committee recommended a hotel as the venue for the next conference; it would be easier to arrange lunch within the conference facility than taking time to find an eatery nearby in an unfamiliar area.  This amenity may depend on the number of conference participants and the minimum number of rooms the hotel requires filling with conferees for reducing the cost of these services.   It would also require early registration for the hotel to adequately plan for these amenities.  This was a problem in this year’s conference because of funding issues; many registrants delayed registering until they knew they had available travel money.
· Mr. McGovern offered that a portion of the next conference discuss several academic papers on Red Team from “View from the Edge” publication.  Selected authors would brief their papers and open to the general forum for discussion.

· Any verbal discussion regarding briefing requirements should be followed with written instructions to ensure the briefer understands the requirement.  Too many individuals involved in relaying verbal instructions from the originator through the supervisor to the briefer looses the essence of the requirement, as was the case of the CIA briefing missing the intended purpose—at least in the opinion of this author.  Likewise, written instructions alone are insufficient but must be complemented with discussions to ensure the briefer understands the intent.  Reviewing briefing notes prior to submitting the briefing is also a good practice.
CONCLUSIONS
The conference generally satisfied all immediate goals.  These range from UFMCS keeping the school’s curriculum current to drafting an outline for eventually writing doctrinal guidance in red teaming.  Also included were sharing resources in a collaborative but resource-constraint environment.  Overall, participants had positive remarks in their post-conference survey saying they were able to take back information to their parent organizations for establishing Red Teams of their own.  A long-term goal for devising a doctrine—if it occurs at all—may be more telling of the conference’s success.

Despite the positive outcomes, there were some shortcomings that need improving for future conferences.  Most noteworthy, other agencies, private sector, and academia need to be invited.  Although invitations had gone to other Red Teams, diminished travel budgets prevailed.  Shortage of resources may be a major factor for future conferences that the community needs to find work-a-rounds.

As more teams come on line, it is important that educated and experienced members participate in future conferences.  It is rewarding to know that interests exist and people want to learn more about red teaming, but feedback from experienced practitioners is important for sustaining and improving Red Teams in general.

The venue for this year’s conference had excellent facilities but it taxed the host’s logistical effort for planning lunch breaks during conference hours, ensuring security clearances are attained from everyone, gaining access to MacDill AFB, and satisfying a myriad other requirements.  Time was lost for attendees to travel to remote eating establishments, and the availability of the facilities between the hours of 0700 and 1700.  Availability of the facility for 10 hours really meant only eight hours were useful for accomplishing work after considering lunch breaks and badging requirements.  Nonetheless, availability of the facilities was a minor issue as conferees were able to compensate their schedules.  A private facility like a hotel conference room may compensate these shortcomings but would be expensive and limit discussions to unclassified.  
In keeping with conference facilities for a moment, this conference venue would be more conducive if there were numerous classified briefings.  As it were, only one briefing required a low level security classification that even Commonwealth allies were not privileged to attend.  Future conferences may want to consider the venue in conjunction with the level of security required.  Nonetheless, limited budgets may be more of a factor than renting a conference room for an unclassified conference.  Generally, it is unadvisable—in this author’s judgment—to have only one classified briefing that members must be released from attending for lack of sufficient security credentials.  In this case, it was the nationality of security cleared allies.
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ANNEX A:  OUTLINE FOR A RED TEAM DOCTRINE
Below is an outline for assigned writers to use as a reference for writing a Red Team doctrine or, as a minimum, a guidance document.  These topics should be addressed in some general level of detail for customers to appreciate Red Teams’ capabilities and limitations.  Moreover, a published document could be used as a guide from which new or well established Red Teams can select their specialties in fulfilling their assigned mission.  
This outline resulted from comments captured in Breakout Group 2 and other references as discussed in the breakout session.  The outline was fleshed out in the detail noted below after the conference, but all members in the group had an opportunity to provide comments in a post-conference coordination email.  Few comments received were integrated into the finished outline.
I. Red Teams Basics
a.  Fundamentals of Red Teaming

i. Red Teams identify Blue & Red strengths, weaknesses, opportunities and threats

ii. Red Teams challenge planning assumptions

iii. Red Teams determine adversary’s potential strategies/courses of action

iv. Red Teams assess Blue’s plans, programs, organizations, concepts

v. Red Teams view situational awareness from alternative perspectives of key players (e.g. Green, Brown, or neutral parties) other than Red or Blue 
vi. Red Teams forecasts unintended consequences, 2nd and 3rd order effects

vii. Red Teams participate in testing ACOAs

b. Purpose of Red Teaming

i. Improve decision-making

ii. Identify adversary’s ACOAs and assess unintended consequences
iii. Recognize allies, coalition partners, and neutral parties’ influencing factors

iv. Reduce risk

v. Mitigate/prevent strategic surprise

vi. Warn Blue of emerging challenges that may occur differently than originally perceived

c. Scope of Red Teaming

i. Roles of Red Teaming, Definition: Alternative perceptions of key players as a team deliberates an issue
ii. Functions of Red Teaming, Definition: Specialties a team pursues such as, planning, participating in exercises, warning, & making assessments
iii. Services Red Teams perform, Definition: Educating  members and consumers regarding red team capabilities and advocating the process for supporting decision makers
iv. Skill sets required of Red Team members and leaders

v. Resourcing SME for building red team panels

d. Conditions for Effective Red Teaming

i. Assigned in the organization where it best supports the commander/decision-maker

ii. Staff environment 

1. Staff tolerates Red Team view

2. Independent thinking from the staff

3. Strives to improve the staff product

iii. Attain commander/decision-maker’s confidence

iv. Interaction between Red and Blue teams

v. Timeliness to shape the operational environment

vi. Adequately resourced with trained and experienced personnel

e. Benefits of red teaming:

i. Achieve broader understanding of the Operational Environment

ii. Identify further intelligence gaps for the collection plan

iii. Identify and assessing critical vulnerabilities and opportunities

iv. Mitigate risks

v. Avoid group think, mirror imaging, cultural miss-steps, and tunnel vision

vi. Reveal external influences, adaptive adversaries

vii. Identify cascading effects and unintended consequences

viii. Challenge and verify existing assumptions, discover other assumptions

ix. Improve decision-making

x. Determine need for branch plans

xi. Develop a more comprehensive collection plan

xii. Better staff cohesion

xiii. Provide clarity, fully explore alternatives
II. Red Team Roles

a. Alternative perspectives

i. Identify alternative perspectives of influencing parties:

1. Adversary

2. Allies

3. Coalition partners

4. Neutral parties

ii. Include extenuating factors, i.e.: natural and man-made calamities, weapons/drug smugglers, human trafficking, epidemics, CNBRE proliferation…

iii. Use of alternative analysis methodologies
b. Diagram a spectrum of alternative perceptions from left to right:

i. Critique Blue’s ACOAs from perspectives of key players

ii. Offer alternative perspectives of allies, partners, neutral parties

iii. Present adversary’s perspectives of advantages/disadvantages to Red’s ACOA

c. Build a panel of SMEs when needed and perform duties as facilitator 

i. Requires quick study of the issues

ii. Identify and explore alternatives

d. Identify unintended consequences for intelligence analysts to develop/revise collection plan and warning indicators
III. Red Team Functions

a. Assessing

i. Identify indicators used as a basis for monitoring changes in adversary’s behavior for achieving Blue’s desired end-state

ii. Offer alternative views on how adversary, partners, or others gauge progress

b. Challenging analysis

c. Support planning

i. Challenge planning assumptions

ii. Determine adversary’s alternative courses of action (ACOA)

iii. Forecast unintended consequences/2nd and 3rd order effects from Blue’s selected COA

d. Support exercises

i. Advise scenario writers in pre-exercise planning

ii. Perform Red Team functions on Blue’s staff during exercises

iii. Conduct White cell activities 
iv. Role of simulation/modeling in developing exercises/scenarios 
e. Challenge intelligence analysis by performing critical thinking techniques

f. Assess warning indicators 

g. Critically review Blues strategic/operational ACOA
IV. Red Team Services

a. Facilitate a Red Team panel of SME

b. Educate team members, staffers, others as to Red Team role and functions and situational updates

i. Formal/informal instruction/briefings, e.g. mentoring, one-on-one

ii. Formal training via sending candidates to school/training centers

c. Advocate capabilities to commanders, staffs, decision-makers, customers on the attributes of Red Teams contributing to their objectives

d. Elicit alternative/external perspectives for each ACOA

e. Provide reach-back support for supplying SMEs to an ad-hoc panel
f. Facilitate collaboration among Red Teams in areas of overlapping responsibilities

g. Force generation (surge capability in crisis environment)
i. Request for requirement from originator

ii. Authority from commander/director granting the assets

V. Red Team Skill Sets

a. Internal focus

i. Challenge Blue assumptions

ii. Critique Blue perceptions of adversary—Four Ways of Seeing

b. External focus—other than adversary

i. Cultural awareness

ii. Operational objectives of coalition partners

iii. Others’ perceptions—Four Ways of Seeing

c. Adversarial focus

i. Red perceptions—Four Ways of Seeing

ii. Red assumptions

iii. Cultural Awareness of Red

iv. Asymmetric views

v. Objectives:

1. Operational

2. Strategic 

3. End-state

d. Key Methodologies in Alternative Analysis [Note: These methodologies need not be explained in any detail or how to use, other than defined for the reader and where they potentially could be used in the process.]  
i. Use when appropriate, methodologies of alternative analysis as tools to aid red teams in:

1. Defining the issues (Diagnostic techniques)

2. Stimulating critical thinking (Contrarian techniques)

3. Stimulating creative thought (Imaginative thinking techniques)

ii. Diagnostic Techniques

1. Brainstorming
2. Key Assumptions Check

3. Analysis of Competing Hypotheses (ACH)

iii. Contrarian Techniques

1. Devil’s Advocacy

2. Team A/Team B

3. High-impact/Low-probability Analysis

4. “What If?” Analysis

iv. Imaginative/Creative Thinking Techniques

1. Brainstorming

2. Alternative Futures Analysis

3. Outside-In Thinking

4. Causal-Loop Diagramming 

5. Divergent/Convergent Thinking

6. Decision Tree 

e. Managerial skills of time and resources

f. Critical Thinking skills

i. Formulate hypotheses using various mnemonic devices (e.g. PMESII)

ii. Use socio-cultural dynamics, alternative perceptions

iii. Recognize:

1. Critical Capability

2. Critical Requirement

3. Critical Vulnerability

iv. Hypotheses Testing (e.g. ACH, Alternative Futures Analysis, or other appropriate methodologies)

g. Communication skills

i. Literary

ii. Verbal

h. Self-awareness of biases, mindsets

i. Argument Evaluation

i. Understanding assumption fallacies

ii. Identifying acceptable premise

iii. Recognizing differences between relevant and irrelevant positions in logical reasoning

j. Facilitating

i. Grasp understanding issues quickly

ii. Ask right questions

k. Team building

l. Negotiating

m. Aware of socio-cultural dynamics

n. Cognizant of religions’ influences in decision-making

o. Knowledgeable in regional histories

p. Networking 

q. Interact with senior leaders
VI. Sources for Subject Matter Experts

a. Academia

i. Service schools

ii. Public/private universities

b. Private Sector 

i. Consulting Firms

ii. Industry

c. Quasi-public Sector

i. Federally Funded Research Development Centers (FFRDC)

ii. National Defense Laboratories (e.g. Sandia National Laboratory)

d. Public Sector

i. Inter Agency (e.g. ODNI Rapid Analytic Support and Expeditionary Response (RASER) program)

ii. Defense Intelligence Analysts, Foreign Area Officers (FAO)

iii. International agencies (e.g. International Society of Military Sciences, coalition and alliance partners)
iv. Partner Nation Liaison Officers

v. NGOs

VII. Glossary

a. Red Team

b. Red Cell

c. Blue Team

d. White Cell

e. Alternative analysis

f. Alternative perspective

g. Green Cell

h. Modeling

i. Simulations

j. War-games

k. Exercises

l. Red Team Roles

m. Red Team Functions

n. Red Team Services

o. Subject Matter Expert

p. Panel of SMEs vs. Red Team

q. Outreach

r. Reach-back

s. Assessment

t. Measures of Effectiveness

u. Measures of Performance

v. Operational Environment

w. Strategy

x. Operations

y. Tactics

z. Paradigm shift

aa. Socio-cultural dynamics

ab. [Author’s] point of view (in critical thinking)

ac. [Author’s] purpose (in critical thinking)

ad. Underlying concepts (in critical thinking)

ae. Evidence (in critical thinking)

af. Inference (in critical thinking)

ag. Assumptions (in critical thinking)

ah. Implications (in critical thinking) 

ai. Critical Review/thinking

aj. Educate

ak. Advocate

al. Asymmetric Warfare

am. 2nd and 3rd Order Effects

an. Unintended Consequences

ao. Creative Thinking
VIII. Acronyms 

a. FFRDC

b. ACH

c. PMESII

d. ACOA

e. RASER

f. ODNI

g. FAO…
Appendix 1: Professional Development Map
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ANNEX B: Post-conference Survey (AAR)
Attendee Feedback

3rd Annual Red Teaming Conference (25- 27 Jan 2011)

As the conference winds down, please share your perception of the conference.

	1. Did the conference achieve the publicize objectives?
	· Yes
	· No

	2. Were the objectives stated clearly and understandably?
	· Yes
	· No

	3. Overall, did the conference meet your expectations?  If not, how so?
	· Yes
	·  No

	4. Did the conference agenda flow in a logical sequence?  If not, what changes would you recommend?
	· Yes
	· No

	5. Did each of the sessions receive ample time?  If not, what correction would you recommend?
	· Yes
	· No

	6. What did you find most beneficial regarding the conference?

	7. What did you find least beneficial regarding the conference?

	8. Do you have a particular topic to recommend for our next conference? Ex: WMD, Terrorism, Drug Cartels, Cyber Threat, Economic, Other...

	9. Who was not invited that would have benefited from attendance or enhanced participation?

	10. How else might we improve the next conference?



	11. What, if any, continuing education opportunities should UFMCS offer?




2011





Ray Roth


DIOCC Red Team, Conference Coordinator


3/21/2011
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“Future patterns of events will unfold based on tendencies and propensities existing in the present as modified by the unknowable dynamics of the future.”


--BG (Ret) Huba Wass de Czege





US CENTERAL COMMAND


Lt Cdr Otis “Vince” Tolbert Conference Center, MacDill AFB Tampa, FL
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